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Abstract This paper contributes to compute 2-adic complexity of two classes
of Ding-Helleseth generalized cyclotomic sequences. Results show that 2-adic
complexity of these sequences is good enough to resist the attack by the ra-
tional approximation algorithm.
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1 Introduction
Pseudo-random sequences that can be widely used in cryptography must have
good security characteristics [1]. In 1995, 2-adic complexity of sequences was
introduced as an important pseudo-randoman measure by A.Klapper, which
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is the length of the shortest feedback with carry shift register. Its value cannot
be less than half of the period, otherwise the sequence will be vulnerable to
be attacked by 2-adic of the rational approximation algorithm (RAA) [2]. A.
Klapper, Tian and Qi showed that the 2-adic complexity of all the binary m-
sequences is maximal [3,4]. Then Xiong et al. and Hu proved that all the known
sequences with ideal 2-level autocorrelation have maximum 2-adic complexity
by a new method using circulant matrices. Moreover, they also proved that
the 2-adic complexities of Legendre sequences, Ding-Helleseth-Lam sequences
and two classes of interleaved sequences with optimal autocorrelation are also
maximal [5,6,7]. Then, Sun and Yan et al. give a lower bound on the 2-adic
complexity of the modified Jacobi sequence and the 2-adic complexity of a
class of binary sequences with almost optimal autocorrelation [8,9].
In 2017, Vladimir Edemskiy and Nikita Sokolovskiy have proved two classess
of Ding-Helleseth generalized cyclotomic sequences of period pq possess good
linear complexity [10]. In this paper, we will give the 2-adic complexity of these
sequences.
2 Preliminaries
Let p and q (p < q) be two odd distinct primes with gcd(p − 1, q − 1) = 2,
(p−1)(q−1)
2 = e. Define N = pq. By Chinese Remainder Theorem, there exists
a common primitive root g of both p and q, and an integer x satisfying x ≡ g
(mod p), and x ≡ 1 (mod q). Ding-Helleseth generalized cyclotomic classes
D
(N)
i of order 2 with respect to p and q are defined as
D
(N)
0 = {g
2txi : t = 0, 1, · · · , e2 − 1; i = 0, 1};
D
(N)
1 = gD
(N)
0 .
(1)
Clearly,
D
(N)
1 = gD
(N)
0 , Z
∗
N = D
(N)
0 ∪D
(N)
1 , D
(N)
0 ∩D
(N)
1 = ∅,
where ∅ denotes the empty set, Z∗N denotes the set of all invertible elements
of the residue class ring ZN .
Put P = {p, 2p, · · · , (q−1)p}, Q = {q, 2q, · · · , (p−1)q}, and R = {0}. Then
D
(N)
0 ∪D
(N)
1 ∪P ∪Q∪R is a partition of ZN . In the following we investigate
the 2-adic complexity of two types of sequences based on them.
The cyclotomic numbers to the generalized cyclotomic of order 2 are defined
by
(i, j)
(n)
2 = |(D
(n)
i + 1) ∩D
(n)
j |, for all i, j = 0, 1. (2)
Assume D
(q)
0 and D
(q)
1 are the quadratic residue class and non-quadratic
residue class of Zq. Define the corresponding cyclotomic numbers
(i, j)
(q)
2 = |(D
(q)
i + 1) ∩D
(q)
j |, for all i, j = 0, 1. (3)
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Let ξN = e
2pi
√
−1
N be a Nth complex primitive root of unity. Then the
additive character χN of ZN is given by
χN(x) = ξ
x
N , x ∈ ZN , (4)
and Gauss periods of order d are defined by
η
(N)
i =
∑
x∈D(N)
i
χN (x), i = 0, 1. (5)
Correspondingly, Gauss periods for Zq are defined by
η
(q)
i =
∑
x∈D(q)
i
χq(x), i = 0, 1, (6)
where χq(x) = e
2pi
√
−1x
q be the additive character of Zq.
Let N be a positive integer, {si}
N−1
i=0 be a binary sequence of period N ,
and
S(x) =
N−1∑
i=0
six
i ∈ Z[x]. (7)
If we write
S(2)
2N − 1
=
N−1∑
i=0
si2
i
2N − 1
=
m
n
, 0 ≤ m ≤ n, gcd(m,n) = 1,
then the 2-adic complexity Φ2(s) of the sequence {si}
N−1
i=0 is defined as the
integer ⌊log2n⌋, i.e.,
Φ2(s) =
⌊
log2
2N − 1
gcd(2N − 1, S(2))
⌋
, (8)
where ⌊x⌋ is the greatest integer that is less than or equal to x.
Let A = (ai,j)N×N be the circulant matrix defined by ai,j = si−j (mod N)
and we view A as a matrix in the field C of complex numbers.
3 Subsidiary lemmas
For any a ∈ ZN and B ⊆ ZN , we denote aB = {ab | b ∈ B}. Then we have
the following properties.
Lemma 1 [8] Let the symbols be the same as before.
(1) For each fixed a ∈ D
(N)
i , we have aD
(N)
j = D
(N)
(i+j) (mod 2), aP = P and
aQ = Q, where i, j = 0, 1.
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(2) For each fixed a ∈ P , if b runs through each element of D
(N)
i , i = 0, 1, then
ab runs each element of P exactly p−12 times. Symmetrically, for each fixed
a ∈ Q, if b runs through each element of D
(N)
i , i = 0, 1, then ab runs each
element of Q exactly q−12 times.
(3) For each fixed a ∈ P , we have aP = P , aQ = R. Symmetrically, for each
fixed a ∈ Q, we have aQ = Q, aP = R.
Lemma 2 [11] Let the symbols be the same as before.
−1 ∈
{
D
(N)
0 , if q ≡ 1 (mod 4);
D
(N)
1 , if q ≡ 3 (mod 4).
Lemma 3 [1] Let q = 2f + 1 be a prime, the cyclotic numbers of order 2 are
given by
(1) (0, 0)
(q)
2 =
f−2
2 ; (0, 1)
(q)
2 = (1, 0)
(q)
2 = (1, 1)
(q)
2 =
f
2 if f is even;
(2) (0, 0)
(q)
2 = (1, 0)
(q)
2 = (1, 1)
(q)
2 =
f−1
2 ; (0, 1)
(q)
2 =
f+1
2 otherwise.
Lemma 4 [12] If q ≡ 1 (mod 4), then
(1, 1)
(N)
2 = (1, 0)
(N)
2 = (0, 1)
(N)
2 =
(p− 2)(q − 1)
4
, (0, 0)
(N)
2 =
(p− 2)(q − 5)
4
.
If q ≡ 3 (mod 4), then
(0, 0)
(N)
2 = (1, 1)
(N)
2 = (1, 0)
(N)
2 =
(p− 2)(q − 3)
4
, (0, 1)
(N)
2 =
(p− 2)(q + 1)
4
.
Lemma 5 [11] Let the symbols be the same as before.
|(D
(N)
i + ω) ∩D
(N)
j | =


(p− 1)(i, j)
(q)
2 , if ω ∈ P and (
ω
q
) = 1;
(p− 1)(i+ 1, j + 1)
(q)
2 , if ω ∈ P and (
ω
q
) = −1;
(q−1)(p−2)
2 , if ω ∈ Q and i = j;
0, if ω ∈ Q and i 6= j,
where (∗, ∗)
(q)
2 and (
∗
∗ ) denote the cyclomic number of order 2 with respect to
q and the Legendre symbol, respectively.
Lemma 6 [8] (1) det(A) =
∏N−1
t=0 S(ξ
t
N ).
(2) If det(A) 6= 0, then gcd
(
S(2), 2N − 1
)
| gcd
(
det(A), 2N − 1
)
.
Lemma 7 [8] It is well-known that
∑
x∈P
χ(x) = −1,
∑
x∈Q
χ(x) = −1,
1∑
i=0
η
(N)
i = 1,
1∑
i=0
η
(q)
i = −1.
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4 The 2-adic complexity of the Ding-Helleseth generalized
cyclotomic sequence of order 2
4.1 The 2-adic complexity of the first class of sequences
Define the Ding-Helleseth generalized cyclotomic sequence of order 2 with
respect to primes p and q as
si =
{
0, if i (mod N) ∈ D
(N)
0 ∪Q ∪R,
1, if i (mod N) ∈ D
(N)
1 ∪ P.
(9)
Theorem 1 Let A be the circulant matrix based on the Ding-Helleseth gen-
eralized cyclotomic sequence defined by Equation (9), then
det(A)
=


(p+ 1)
(
q−1
2
)p (
(p− 1)2 q−14 − p
) q−1
2 ( q−1
4
) (p−1)(q−1)
2 , if q ≡ 1 (mod 4);
(p+ 1)
(
q−1
2
)p (
(p− 1)2 q+14 + p
) q−1
2 ( q+1
4
) (p−1)(q−1)
2 , if q ≡ 3 (mod 4).
Proof. By Lemma 6,
det(A) =
N−1∏
a=0
S(ξaN )
=
∏
a∈R
S(ξaN )
∏
a∈P
S(ξaN )
∏
a∈Q
S(ξaN )
∏
a∈D(N)0
S(ξaN )
∏
a∈D(N)1
S(ξaN ).
By Equations (7) and (9),
S(ξaN ) =
∑
i∈D(N)1
ξaiN +
∑
i∈P
ξaiN .
(1) If a ∈ R, obviously,
S(ξaN ) = |D
(N)
1 |+ |P | =
(p+ 1)(q − 1)
2
.
Thus ∏
a∈R
S(ξaN ) =
(p+ 1)(q − 1)
2
.
(2) If a ∈ P ,
1) when a ∈ D
(q)
0 p, by Lemmas 1, 7, Equations (1) and (6),
S(ξaN ) = (p− 1)η
(q)
1 − 1;
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2) when a ∈ D
(q)
1 p, by Lemmas 1, 7, Equations (1) and (6),
S(ξaN ) = (p− 1)η
(q)
0 − 1.
And we have
∏
a∈P
S(ξaN ) =
(
((p− 1)η
(q)
0 − 1)((p− 1)η
(q)
1 − 1)
) q−1
2
=
(
(p− 1)2η
(q)
0 η
(q)
1 − (p− 1)(η
(q)
0 + η
(q)
1 ) + 1
) q−1
2
=
(
(p− 1)2η
(q)
0 η
(q)
1 + p
) q−1
2
.
If q ≡ 1 (mod 4), by Lemmas 2, 3, 7 and Equation (6),
η
(q)
0 η
(q)
1 = (0, 1)
(q)
2 η
(q)
0 + (1, 0)
(q)
2 η
(q)
1
= (0, 1)
(q)
2 (η
(q)
0 + η
(q)
1 )
= −
q − 1
4
.
If q ≡ 3 (mod 4), by Lemmas 2, 3, 7 and Equation (6),
η
(q)
0 η
(q)
1 = |D
(q)
1 |+ (1, 1)
(q)
2 η
(q)
0 + (0, 0)
(q)
2 η
(q)
1
=
q − 1
2
−
q − 3
4
=
q + 1
4
.
So we get
∏
a∈P
S(ξaN ) =


(
(p− 1)2 q−14 − p
) q−1
2 , if q ≡ 1 (mod 4);(
(p− 1)2 q+14 + p
) q−1
2 , if q ≡ 3 (mod 4).
(3) If a ∈ Q, by Lemmas 1 and 7,
S(ξaN ) =
q − 1
2
∑
k∈Q
ξkN + (q − 1)
=
q − 1
2
.
Then ∏
a∈Q
S(ξaN ) =
(
q − 1
2
)p−1
.
(4) If a ∈ D
(N)
0 , by Lemmas 1 and 7,
S(ξaN ) = η
(N)
1 − 1 = −η
(N)
0 .
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Then ∏
a∈D(N)0
S(ξaN ) =
(
η
(N)
0
) (p−1)(q−1)
2
.
(5) Similarly, if a ∈ D
(N)
1 , by Lemmas 1 and 7,
S(ξaN ) = η
(N)
0 − 1 = −η
(N)
1 .
Then ∏
a∈D(N)1
S(ξaN ) =
(
η
(N)
1
) (p−1)(q−1)
2
.
Then we get
det(A)
=


(p+1)(q−1)
2
(
q−1
2
)p−1 (
(p− 1)2 q−14 − p
) q−1
2
(
η
(N)
0 η
(N)
1
) (p−1)(q−1)
2
,
if q ≡ 1 (mod 4);
(p+1)(q−1)
2
(
q−1
2
)p−1 (
(p− 1)2 q+14 + p
) q−1
2
(
η
(N)
0 η
(N)
1
) (p−1)(q−1)
2
,
if q ≡ 3 (mod 4).
When q ≡ 1 (mod 4), −1 ∈ D
(N)
0 , by Lemmas 2 - 5, 7 and Equation (5), we
have
η
(N)
0 η
(N)
1
=
∑
x∈D(N)0
∑
y∈D(N)1
ξ
y−x
N
= (0, 1)
(N)
2 η
(N)
0 + (1, 0)
(N)
2 η
(N)
1 − (p− 1)(0, 1)
(q)
2
= (0, 1)
(N)
2 − (p− 1)(0, 1)
(q)
2
= −
q − 1
4
.
When q ≡ 3 (mod 4), −1 ∈ D
(N)
1 , by Lemmas 2 - 5, 7 and Equation (5), we
have
η
(N)
0 η
(N)
1
=
∑
x∈D(N)1
∑
y∈D(N)1
ξ
y−x
N
= |D
(N)
1 |+ (1, 1)
(N)
2 η
(N)
0 + (0, 0)
(N)
2 η
(N)
1 − (p− 1)(0, 0)
(q)
2 −
(p− 2)(q − 1)
2
= |D
(N)
1 |+ (0, 0)
(N)
2 − (p− 1)(0, 0)
(q)
2 −
(p− 2)(q − 1)
2
=
q + 1
4
.
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So we have
det(A)
=


(p+ 1)
(
q−1
2
)p (
(p− 1)2 q−14 − p
) q−1
2 ( q−1
4
) (p−1)(q−1)
2 , if q ≡ 1 (mod 4);
(p+ 1)
(
q−1
2
)p (
(p− 1)2 q+14 + p
) q−1
2 ( q+1
4
) (p−1)(q−1)
2 , if q ≡ 3 (mod 4).
The result follows.
Theorem 2 Let p and q be twin primes satisfying q = p+2. Suppose {si}
N−1
i=0
is the Ding-Helleseth generalized cyclotomic sequence defined by Equations (9).
Then the 2-adic complexity φ2(s) of {si}
N−1
i=0 is
φ2(s) = N − 1.
Proof. Let r be a prime factor of 2N−1 and R = Ordr(2) be the multiplicative
order of 2 modulo r. Since 2N − 1 ≡ 0 (mod r), 2R ≡ 1 (mod r), therefore
R | N . So we can get R ∈ {p, q, pq}. By Fermat’s little Theorem, we know that
2r−1 ≡ 1 (mod r). Then R | r−1, therefore r = kR+1, where k is a positive
integer. From Lemma 6, we first calculate the value of gcd(det(A), 2N − 1) for
different cases.
(1) If q ≡ 1 (mod 4), q = p+ 2.
Case 1. R = pq, r = kpq + 1.
Since p + 1 < r, q−12 < r, and
q−1
4 < r, we have gcd(p + 1, r) = 1,
gcd( q−12 , r) = 1, and gcd(
q−1
4 , r) = 1. Now we consider the relationship be-
tween (p− 1)2 q−14 − p and r. Since q = p+ 2, suppose that
(p− 1)2
q − 1
4
− p = pq
p− 3
4
+
p+ 1
4
= tr = t(kpq + 1),
where t is a positive integer. Thus pq(p− 3) + (p+ 1) = 4ktpq + 4t.
If 4t < pq, we have 4t = p + 1,4tk = p − 3, then we get 0 < k < 1; if
4t > pq, we have 4tk < p− 3, we can also get 0 < k < 1, these all contradict
the condition that k is a positive integer.
Therefore, gcd((p− 1)2 q−14 − p, r) = 1. In summary, we have
gcd(det(A), 2N − 1) = 1.
Case 2. R = p, r = kp+ 1.
Using similar method to Case 1, we have gcd( q−12 , r) = 1, gcd(
q−1
4 , r) = 1.
Since r and p are primes, r 6= p + 1, and we have gcd(p + 1, r) = 1. Now we
consider the relationship between (p− 1)2 q−14 −p and r. Suppose they are not
coprime integers, by q = p+ 2, we can get
(p− 1)2
q − 1
4
− p =
p3 − p2 − 5p+ 1
4
.
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Then r | p3 − p2 − 5p+ 1. Since
p3−p2−5p+1 = (
p2
k
−
(k + 1)p
k2
+
−5k2 + k + 1
k3
)(kp+1)+(1−
−5k2 + k + 1
k3
),
we can get 1 − −5k
2+k+1
k3
= 0. Then k3 + 5k2 − k − 1 = 0. However, since
k is a positive integer, k3 + 5k2 − k − 1 > 0, contradictorily. Therefore,
gcd((p− 1)2 q−14 − p, r) = 1. In summary, we have
gcd(det(A), 2N − 1) = 1.
Case 3. R = q, r = kq + 1.
Using similar method to Case 2, we have gcd(p+1, r) = 1, gcd( q−12 , r) = 1
and gcd( q−14 , r) = 1. Similarly, suppose (p− 1)
2 q−1
4 −p and r are not coprime
integers, by q = p+ 2, we can get
(p− 1)2
q − 1
4
− p =
q3 − 7q2 + 11q − 1
4
.
Then r | q3 − 7q2 + 11q − 1. Since
q3−7q2+11q−1 = (
q2
k
−
(7k + 1)q
k2
+
11k2 + 7k + 1
k3
)(kq+1)+(−1−
11k2 + 7k + 1
k3
),
we can get 1 + 11k
2+7k+1
k3
= 0, then
k3 + 11k2 + 7k + 1 = 0.
Since k is a positive integer, that’s not possible. Therefore, gcd((p− 1)2 q−14 −
p, r) = 1. In summary, we have
gcd(det(A), 2N − 1) = 1.
(2) If q ≡ 3 (mod 4), q = p+ 2,
Similarly to the case q ≡ 1 (mod 4), q = p+2, we have gcd(det(A), 2N −
1) = 1. By Lemma 6 and Equation (8), we can get gcd
(
S(2), 2N − 1
)
= 1.
Thus, the 2-adic complexity Φ2(s) of the sequence is
Φ2(s) =
⌊
log2(2
N − 1)
⌋
= N − 1.
4.2 The 2-adic complexity of the second class of sequences
Define the Ding-Helleseth generalized cyclotomic sequence of order 2 with
respect to primes p and q as
si =
{
0, if i (mod N) ∈ D
(N)
0 ∪ P ∪R,
1, if i (mod N) ∈ D
(N)
1 ∪Q.
(10)
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Theorem 3 Let A be the circulant matrix based on the Ding-Helleseth gen-
eralized cyclotomic sequence defined by Equation (10). Then
det(A) =

 (p− 1)
q
(
q+1
2
)p ( q−1
4
) p(q−1)
2 , if q ≡ 1 (mod 4);
(p− 1)q
(
q+1
2
)p ( q+1
4
) p(q−1)
2 , if q ≡ 3 (mod 4).
Proof. By Lemma 6,
det(A) =
N−1∏
a=0
S(ξaN )
=
∏
a∈R
S(ξaN )
∏
a∈P
S(ξaN )
∏
a∈Q
S(ξaN )
∏
a∈D(N)0
S(ξaN )
∏
a∈D(N)1
S(ξaN ).
By Equations (7) and (10),
S(ξaN ) =
∑
i∈D(N)1
ξaiN +
∑
i∈Q
ξaiN .
(1)If a ∈ R, obviously,
S(ξaN ) = |D
(N)
1 |+ |Q|
=
(p− 1)(q + 1)
2
.
Thus ∏
a∈R
S(ξaN ) =
(p+ 1)(q − 1)
2
.
(2) If a ∈ P ,
1) when a ∈ D
(q)
0 p, by Lemmas 1, 7, Equations (1) and (6),
S(ξaN ) = (p− 1)η
(q)
1 + (p− 1)
= −(p− 1)η
(q)
0 ;
2) when a ∈ D
(q)
1 p, by Lemmas 1, 7, Equations (1) and (6),
S(ξaN ) = (p− 1)η
(q)
0 + (p− 1)
= −(p− 1)η
(q)
1 .
And we have ∏
a∈P
S(ξaN ) =
(
(p− 1)2η
(q)
0 η
(q)
1
) q−1
2
.
If q ≡ 1 (mod 4), by Lemmas 2, 3, 7 and Equation (6),
η
(q)
0 η
(q)
1 = −
q − 1
4
.
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If q ≡ 3 (mod 4), by Lemmas 2, 3, 7 and Equation (6),
η
(q)
0 η
(q)
1 =
q + 1
4
.
So we get
∏
a∈P
S(ξaN ) =

 (p− 1)
q−1 ( q−1
4
) q−1
2 , if q ≡ 1 (mod 4);
(p− 1)q−1
(
q+1
4
) q−1
2 , if q ≡ 3 (mod 4).
(3) If a ∈ Q, by Lemmas 1 and 7,
S(ξaN ) =
q − 1
2
∑
k∈Q
ξkN +
∑
k∈Q
ξkN = −
q + 1
2
.
Then ∏
a∈Q
S(ξaN ) =
(
q + 1
2
)p−1
.
(4) If a ∈ D
(N)
0 , by Lemmas 1 and 7,
S(ξaN ) = η
(N)
1 − 1 = −η
(N)
0 .
Then ∏
a∈D(N)0
S(ξaN ) =
(
η
(N)
0
) (p−1)(q−1)
2
.
(5) Similarly, if a ∈ D
(N)
1 , by Lemmas 1 and 7,
S(ξaN ) = η
(N)
0 − 1 = −η
(N)
1 .
Then ∏
a∈D(N)1
S(ξaN ) =
(
η
(N)
1
) (p−1)(q−1)
2
.
When q ≡ 1 (mod 4), −1 ∈ D
(N)
0 , by Lemmas 2 - 5, 7 and Equation (5), we
have
η
(N)
0 η
(N)
1 =
∑
x∈D(N)0
∑
y∈D(N)1
ξ
y−x
N
= −
q − 1
4
.
When q ≡ 3 (mod 4), −1 ∈ D
(N)
1 , by Lemmas 2 - 5, 7 and Equation (5), we
have
η
(N)
0 η
(N)
1 =
∑
x∈D(N)1
∑
y∈D(N)1
ξ
y−x
N
=
q + 1
4
.
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Then we get
det(A) =

 (p− 1)
q
(
q+1
2
)p ( q−1
4
) p(q−1)
2 , if q ≡ 1 (mod 4);
(p− 1)q
(
q+1
2
)p ( q+1
4
) p(q−1)
2 , if q ≡ 3 (mod 4).
The result follows.
Theorem 4 Let p and q be twin primes satisfying q = p+2. Suppose {si}
N−1
i=0
is the Ding-Helleseth generalized cyclotomic sequence defined by Equation (10).
Then the 2-adic complexity φ2(s) of {si}
N−1
i=0 is
φ2(s) = N − 1.
Proof. Similarly to the proof of Theorem 1, since p−1 < r, q+12 < r,
q+1
4 < r,
q−1
4 < r, it’s easy to observe that they are all coprime with r. Then the 2-adic
complexity is
Φ2(s) =
⌊
log2(2
N − 1)
⌋
= N − 1.
5 Conclusion
In this paper, using circulant matrices, we prove that 2-adic complexity of two
classes of known generalized cyclotomic sequences are optimal.
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